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Terms Used in this Document

For definitions and explanations of the terms, abbreviations and acronyms used in this
document, please see the CMP Glossary document.
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Security Technical Architecture

Identity Server

CMP is built to use industry standard OAuth2 for authorisation. The WSO2 Identity Server
is deployed as part of CMP to provide the Identity and Access Management.

Management Console

Identity Server

Signed-in as: Christine@carbon.super | Sign-out | Docs | About

@ Home

>)

Identity

WSO?2 Identity Server Home
ole:

L | Uses el Rl Welcome to the WSO2 Identity Server Management Console
© Add

32 st Server
5 [ User Stores Host
© Add

£ et Server URL
- 32 List
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T
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Server Start Time

System Up Time
22 List Version

A1 Service Providers
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22 List Operating System
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=) Identity Providers

© Add

32 st Operating System User
@ Resident Country
Entitlement .
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T Policy Administration
A Policy Publish

% PDP

o4 Java VM
T Policy View
$# Extension

Q search

Identity Server Interface

In a standalone CMP installation, users and roles can be maintained directly in the Iden-
tity Server however, it can also be configured to use an external identity provider. You
can also create users in the Administration Console.

For information on installing and configuring the Identity Server, see the CMP Installation
Guide.

Administration Console

You can create users and assign them access to CMP applications and functionality in
the Administration Console. See the Users screen and the online help for more inform-
ation. More granular maintenance, for example assigning roles and permissions, takes
place directly in Identity Server.

Customer Confidential
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1.3 Single Sign-On

CMP security architecture supports when all applications are registered
with the Identity Server in the same domain.

1.4 Role Extender

The authorisation implementation in many parts of CMP uses very granular level roles for
maximum flexibility and future proofing. It would be too cumbersome to have to grant
access to all of these granular roles directly to users. A number of granular roles are there-
fore mapped to higher level business roles and access is granted to these business roles.

For more information, see

The Role Extender takes a role to which access has been granted in the Identity Server
and returns the full list of lower level roles that this maps to. CMP components use roles
to which that access has been directly granted and the corresponding extended lists of
roles returned by the Role Extender to determine whether to allow an action to be per-
formed.

The mapping of business roles to granular roles is factory configuration that is not
designed to be modified when CMP is installed.

1Single sign-on is a property of access control of multiple related, yet independent, soft-
ware systems or components. With this property, a user logs in with a single ID and pass-
word to gain access to any of several related systems.

Customer Confidential Version 1.0
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2.0 About CMP Role-Based Security

CMP employs a multi-level role-based security model in which each user who has rights
to access a CMP component is assigned zero or more roles that define which functional
area or resource they can access once they are successfully authenticated. Roles can
give access to:
e Functionality - such as adding subscribers or configuring communications.
» Applications - roles can allow users to login to particular applications, such as
AgentView or Business Configuration.
» Web Services - roles can govern which SOAP or RESTful web services can be
used or viewed by a user.

Roles are organised in a hierarchy:
Groups

Groups are the roles at the topmost level of the hierarchy and represent different types of
users, for example Customer Service Agent (CSA) or Manager. CMP has a number of dif-
ferent groups for the different features within the different components of CMP, such as
Business Configuration, batch server, web services, AgentView and so on. For more
information, see . A group can include zero or more parent
roles.

Parent roles

Parent roles group other roles and represent functional areas, for example functional
areas in AgentView such as View Customer Data, Comms or Enterprise Orders. A parent
group comprises zero or more roles.

Roles

Roles represent distinct functionality on a more granular level, for example the Comms
parent role includes the roles Maintain Communications, Send Communications and
View Communications.

Example

Suppose user JoeSmith has three group roles assigned:
» Everybody
o Consumer User
» BackOffice

For the purposes of this example, the Everybody role is not extended any fur-
ther, but the Consumer User and BackOffice groups each have parent roles
assigned. Both groups have an Agent View Application role that allows
access to an application and is not extended any further - that is, it has no
child roles assigned to it. However, the two groups also have parent roles:

Customer Confidential Version 1.0
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o Consumer User has the parent role View Customer Data.
» BackOffice has the parent role Problem Resolution and Commes.

Each of these parent groups has a number of roles assigned as children. For
example, the Comms parent role has the following child roles:

e Maintain Communications.
e Send Communications.
¢ View Communications.

The hierarchy of group, parent and child roles is as follows:

GROUPS

&
PARENTS [ View Custcmer Data ‘ Problem Resolutlon | | Comrns |

From a CMP perspective, the list of roles associated with the JoeSmith are
those coloured red in the diagram.

ROLES

Groups are controlled by the Identity Server. The relationship between groups and roles
is defined by the role-extender service. For more information, see

Customer Confidential Version 1.0
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3.0 Security Groups

The CMP ldentity Server provides the following security groups to control access to CMP
components:

Internal Groups

 Internal/everyone - Every user is assigned this role.

» Application groups - The Application roles are internal to WSO2 IS. They are a spe-
cial case of internal roles, created for a single service provider (SP) application and
only users in this role can manage relevant SP application. A Service Provider is an
item in the WSO2 IS that defines an external application that uses WSOZ2. It defines
what claims the application has access to, what type of inbound authentication
mechanism does it use, etc. A user assigned to such a role can modify a specific
Service Provider. The Application roles for CMP are:

* Application/agent-view

Application/agent-view-interfaces-layer

Application/configuration-centre

Application/rest-ws

Application/role-extender

Application/sabre-console

Application/soap-ws
AgentView Groups
The following group roles control access to AgentView and BackOffice functionality:

» agent-view-backoffice

* agent-view-consumer-csa

e agent-view-consumer-user
» agent-view-enterprise-admin
» agent-view-enterprise-csa

» agent-view-enterprise-user
» agent-view-manager

For more information, see
Business Configuration Groups

The following groups control grant access to the Business Configuration console and API
and control what functionality the user can access:

» configuration_centre_read_only

 configuration_centre_admin

» config_centre_admin_user
Batch Server/Batch Jobs Groups

Customer Confidential Version 1.0
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The following group roles grant access to CMP batch jobs and the Administration Con-
sole and control what functionality the user can access:

» sabre _console_admin

» sabre_console_advanced_ops

» sabre_console_basic_ops

e sabre_console_read_only

For more information, see

Web Service Groups
The following group roles control which services the user can access:
e soap-ws-all
* soap-ws-basic
» soap-ws-billing
e soap-ws-customer
» soap-ws-financial
* soap-ws-order

Users with the Application/rest-ws role have access to the RESTful web services.

For more information, see

3.1 AgentView Groups and Parent Roles

The following table lists the CMP AgentView groups and the parent roles that are
assigned to them. Click each parent role to view the child roles that belong to them.
These child roles represent the functionality that the user assigned this parent role will be
able to access.
For more information on access control to AgentView panels, popups and functionality,
see the AgentView Function Security Guide.

Customer Confidential Version 1.0

-Page6 -


https://cmp-docs.com/Content/Function Security/index.html

CMP 8.18 - Security Guide 4/ MDS GLOBAL

v v v v v
v v v v v v

v v

v v v v v v

v v v v v v

v v

v v v v

v v v v

v v

v v v v

v v v

v v v v

v v v v

v v v v v v v v

3. 1. 1 AgentView Parent and Child Roles

Groups, parent roles and roles form a hierarchy of permissions that controls the func-
tionality that a user can access. In CMP, the following parent roles handle AgentView
functionality. Each parent role has a number of child roles.

Customer Confidential Version 1.0
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3.1.1.1

3.1.1.2

3.1.1.3

3.1.1.4

3.1.1.5

Comms

This parent role has the following child roles:

e Maintain Communications
¢ Send Communications
¢ View Communications

Credit Control

This parent role has the following child roles:

 Credit Control Management
» View Credit Control History
o Write-offs

Customer Data

This parent role has the following child roles:

* Maintain Agreements

e Maintain Customers

» Maintain Direct Debit Details

e Maintain Invoices

» Maintain Subscription Services

Customer Orders

This parent role has the following child roles:

e Add Customers

e Maintain Agreements

» Maintain Customers

» Maintain Direct Debit Details

» Maintain Orders

» Maintain Payment Details

* Maintain Payments

» Maintain Subscription Services

Enterprise Data

This parent role has the following child roles:

e Maintain Customers

Maintain Direct Debit Details
Maintain Enterprises

Maintain Invoices

Maintain Subscription Services

A/ MDS GLOBAL
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3.1.1.6

3.1.1.7

3.1.1.8

3.1.1.9

3.1.1.10

Security Guide

Enterprise Orders

This parent role has the following child roles:

Add Customers

Maintain Customers

Maintain Direct Debit Details
Maintain Payment Details
Maintain Subscription Services

Finance

This parent role has the following child roles:

Add Adjustments

Add Refunds

Maintain Adjustments
View Direct Debit Details
View Discounts

View Payments

View Refunds

Write-offs

Hierarchy Management

This parent role has the following child roles:

e Maintain Agreements
» Maintain Customers
» Maintain Enterprises

Payment Handling

This parent role has the following child roles:

* Add Payments

» Maintain Payment Details
* Maintain Payments

* View Payments

Problem Resolution

This parent role has the following child roles:

Maintain Workflow Events
Raise Workflow Event
Send Communications
View Statistics

View Workflow Events

A/ MDS GLOBAL
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3.1.1.11 View Customer Data

This parent role has the following child roles:

View Agreements

View Communications
View Credit Control History
View Customers

View Direct Debit Details
View Discounts

View Invoices

View Payments

View Refunds

View Usage Details
View Weblinks

View Workflow Events

3.1.1.12 View Enterprise Data

This parent role has the following child roles:

Send Communications
View Agreements

View Communications
View Credit Control History
View Customers

View Direct Debit Details
View Discounts

View Enterprises

View Invoices

View Payments

View Refunds

View Usage Details
View Weblinks

View Workflow Events

3.1.1.13 Workflow Handling

This parent role has the following child roles:

Maintain Workflow Events
Raise Workflow Events
View Workflow Events

A/ MDS GLOBAL
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3.2 Batch Server and Administration Console Groups and
Roles

S MDS CMP Administration Console [:l m

GLOBAL

Tuesday 08 October 13:48

Q, search
Home

A Home

¥ Business Configuration Business Configuration Operation Monitoring Daily Operations
E Operation Monitoring a a a 0s s

&~ Daily Operations

3= System Management
Q_ system Monitoring
¥ System Configuration

System Management System Configuration

Enables full management of system rov ec stem and Enables configuration of system-wide
processes, scheduling and planned outages. parameters, application parameters and
Provides comprehensive execution status o xecutions parameters for all modules installed on the
information for all processes. system.

Administration Console Home Page

Security groups for the batch server, batch jobs and the Administration Console are as fol-

lows:

sabre-console-read-only

Users in this group have read-only access to Daily Operations and System Mon-
itoring in the Administration Console. They cannot perform any actions. They have
no access to System Management or System Configuration.

sabre-console-basic-ops

Users in this group have the same access as the Sabre Read Only group users and
also have full access to System Management in the Administration Console.

sabre-console-advanced-ops

Users in this group role have full access to all functionality except for System Con-
figuration, to which they have read-only access.

sabre-console-admin

Users in this group role have full access to all Administration Console functionality.

The following table shows in more detail how the security groups control access to Admin-
istration Console functionality:

Customer Confidential Version 1.0
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3.3 Web Service Groups and Parent Roles

The following table lists the web service security groups and the roles that belong to the

groups. These roles represent the web services that a user who is assigned to a group
can access.

Customer Confidential Version 1.0
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4.0 Creating Users and Assigning Group Roles
in Identity Server

When CMP is first installed, use the Administrator username and password defined as
part of the installation process to connect to the Identity server to create and administer
users. Users granted the admin role then in turn can create and administer users.
0 Note: Only the original Administrator account can grant full admin rights to
another account.
You can create users and assign them group roles in the Management Console of the

Identity Server. You can:

» Create a new user and assign them roles.
» Manage the groups roles and passwords for users.

4.1 Create a User in Identity Server

To create a user and assign them one or more group roles, follow these steps:

1. Log in to the Identity Server Management Console.
2. The console opens on the Home page. By default, the Main menu tab is selected.

Management Console

Identity Server

2| WSO2 Identity Server Home

3. In the Main menu in the Identity section, under Users and Roles, click Add.

The Add Users and Roles screen opens.

Customer Confidential Version 1.0
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Management Console
bon super | Sign-out | Docs | About

Identity Server

Q! Home

4. Click Add New User.
The Add New User - Step 1 screen is displayed.
[ e |
5. Inthe Domain drop-down, accept the default selection of the PRIMARY domain.
6. Enter a Username. You can use the underscore, full stop and hyphen in the user-
name, but other special characters should not be used. The maximum username
length is 100 characters.
7. Enter a Password. Confirm the password.
8. Click Next to assign group roles to the new user.
o If you click Finish at this point the user will be created but will not have
any roles assigned.
Customer Confidential Version 1.0
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9. The Add New User - Step 2 screen is displayed.

Management Console
Signedin as: Chr nsuper | Sign-out | Docs | About

Identity Server
o Home

Home > Users of Role
“' Add New User
Step 2: Select Roles of the User
Enter Role Name Pattern (* for )

Search Roles

<<first_ <pre
Users of Role

Tips:

Use the Select hyperlinks at the top of the roles list to select/deselect
multiple roles at a time.

You can search for roles using a pattern, for example *admin.

Use the pagination links to scroll through the pages of roles, if required.

10. When you have added all the roles for the user, click Finish.

A success message is displayed and you return to the Users screen where the new
user is listed.

4.2 Manage a User's Role in Identity Server

To manage a user and their roles, follow these steps:
1. Log in to the Identity Server Management Console.
The console opens on the Home page. By default, the Main menu tab is selected.

Customer Confidential Version 1.0
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Management Console

V Identity Server

Q! Home

Identity “ WS02 Identity Server Home
& Users and Roles Welcome to the WS02 Identity Server Management Console
© A
12 s Server
@ User Stores Host emp-gorilla-test2.mdsuk.com
O~ Server URL local:/ /services/
12 st
erver Start Time -00-
B @ coms Server Start 2019-09-23 08:30:20
3 ©ax System Up Time 11 day(s) 4 hris) 29 mins) 27 sects)
5 52 List Version 5.7.0
Rl ion ) Repository Location file:/opt/wso2is/ repository/deployment/server/
© ad
12 s Operating System
@ Resident 05 Name. Linux
) identity Providers
7 08 Version 3.10.0-1062.e17.x86_64
© Add
12 s Operating System User
@ Resident Country e
Entitlement @ Home Jopt/wso2is
S PAP Name wso2is
© Policy Administration
Timezone EcjuTC
2 policy Publish A
& pop. Java VM
© Policy View Java Home fusr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-2.¢17_6.x86_64/jre
# Extension
N Java Runtime Name Open/DK Runtime Environment
) Java Version 1.80.201
Manage
s, gorila-test2 mdsuk com 9443/ carbon/usrstore/ d-user-rolejspPregion=region1 &item=user_mt_meny_add 2r2ton <

2. Inthe Main menu in the Identity section, under Users and Roles, click List.

The Users and Roles screen opens.

3. Click Users
4. The Users screen is displayed.

Management Console

Identity Server
e e ) e ) i ()

Fome > Usars

Wdentiy. ~| users

&1 Users and Roles

Search Users

select Domain ALL USER STORE-DOVANS ¥
nter Username Pattern < for all F ‘Saarch Usors
setct Claim UR Seit .
Name Actions
admin e e L] i &
Christne B hssion Roles M View Roles & user profie
daver e & User Profie
jason sign Roles M View ol & User profie
@ resitent ¥
N s evina sign Roles M View Roles 2 User protie
© Add Testdoc @ Change Password (@ Assign Roles  # View Roles  f Delete & User Profile

% e
© Folicy Adminisraton
2 Policy Publish
o pop

Manage

% Workflow Engagements
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5. Manage a user and their roles as follows:

To change a password:

1.

.~ Change Password for that

Click Change Password
user.

In the Change Password screen, enter the Current Pass-
word.

Enter the New Password and Confirm New Password.

Click Change.

To assign roles:

PN =

7 Assign Roles
: J for that user.

Click Assign Roles
Select the roles to assign.

Click Update to update the user and remain in the screen.
Or, click Finish to update the user and return to the Users

screen.

To view/unassign roles for the
user:

Ll N

. Click View Roles ™ View Roles for that user.

The Role List of User <Name> screen displays all
assigned roles.

Deselect roles to unassign them.

Click Update to update the user and remain in the screen.
Or, click Finish to update the user and return to the Users
screen.

To delete a user:

1.
2.

Click Delete Delete for that user.

Click Yes in the Confirmation box.

Important: The Identity Server Management Console has many other menu
options and screens. Only Administrators who understand the impact of their
actions should access and use them.

Customer Confidential
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5.0 Password Recovery and Reset

Users can request a password reset via the Forgot Password link in the login box on the
Identity Server login screen:

N\CMP

CLOUD MONETISATION
PLATFORM

User Name

Password

a,
Forgot Password ?

GMDS

Clicking this link launches the Recover Password box, where the user can enter their
username and click Submit to send a password reset request.

“N\CMP

CLOUD MONETISATION
PLATFORM

Recover Password
Enter your user details to recover your password

In response, CMP sends an email to the user's email address configured in WSO2 (Iden-
tity Server). The email contains a link to reset their password. When the user clicks the
link they are redirected to a screen to enter a new password. If the new password
matches any security policy in place then the new password is stored in Identity Server.

For information on how to enter a user's email in Identity Server, see the section

Customer Confidential Version 1.0
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From CMP 8.1.2, all new installations will have these options enabled by default. If you
are upgrading from an earlier version to CMP 8.1.2 or above, see the following sections
to enable and configure these options:

5.1 Password Reset Templates
The email templates used for the password reset or change are deployed to the directory
/etc/mdsglobal/wso2is-login/templates onthe JBoss Web Server host.

0 For more information on hosts and deployment, see the CMP Technical Archi-
tecture Overview and CMP Installation Guide documents.

The email templates are standard HTML and can contain a number of parameter place-
holders that will be populated at runtime.

The following templates are available:

password-reset-subject.vm - Subject for the password reset email:

1 CMP - Password Resetl

password-reset-body.vm - Body for the password reset email:

fntm1i>
<body>
<hl>Password Reset</nl>

<p>Hi §{givenName} 6 <br/>

We received a reguest to reset the password for the ${username} account that is associated with this email
address.

FIf you made this request, please click the button below to securely reset your password.</p>

Hep>

<a href="§{recoveryUrl}" target="_blank" style="width: 230px:; font-family: 'Nunito Sans', Arial, Verdana,
Helvetica, sans-serif:; font-size: 18px; line-height: 21px:; font-weight: 600; color: #fff; text-decoration:
none; background-color: #e30613; text-align: center; display: inline-block; cursor: pointer;">Reset Password</a>
F</p>

H<p>

If clicking the button doesn't seem to work, yom can copy and paste the following link into your browser.
<br/>

${recoveryUrl}

F</p>

He<p>

If yon did not reguest to have your §{username} password reset, disregard this email and no changes to your
account will be made.

17 F<ip>

12 [<p>Thanks,<br/>

13 The CMP Team

20 F<ip>

<p><img sro="$§{wso2LoginUrl}/resources/statiec/img/CMP320Fnl1%201logo.png" height="50" width="125"/></p>
F</body>

L</html>

password-changed-subject.vm - Subject for the password changed confirmation
email:

1 OYD'IJI CMP password has been changed

Customer Confidential Version 1.0
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* password-changed-body.vm - Body for the password changed confirmation email:

kntmi>
<body>
<nhl>Password Changed</hl>

<p>Hi ${givenName} ,<br/><br/>

Your CMP password was changed for the §{username} account that is associated with this email address.
<br/>

If yvou did not perform this action, you shounld immediately go to §{wsoZLoginUrl}/ssologin and use the
forgotten password functionality to reset your password.</p>

El<p>Thanks, <bz/>

The CMF Team

F</p>

<pr<img src="§{wso2loginUrl}/resources/static/img/CMP%20Full#20logo.png" height="50" width="125"/></p>
F</body=

-</html>

The placeholders include the following:

e ${givenName} - First name of user
e S{lastName} - Last name of user
e S{username} - Username of user
* S{wso2LoginUrl} - Base URL of the WSO2-login application that initiated the
password change, for example AgentView, Administration Console, Business Con-
figuration
* S{recoveryUrl} - URL of link to change password (reset email only).
The email server settings are defined in the properties file: /etc/mdsglobal /wso2is-
login/application.properties.

These are populated based on values defined in the inventory file:
spring.mail.host={{ mail server.smtp host | default('false') }}

spring.mail.port={{ mail server.smtp port | default('25"') }}

spring.mail.username={{ mail server.smtp username | default('")
}}
spring.mail.password={{ mail server.smtp password | default('")
}}

spring.mail.properties.mail.smtp.auth={{ mail server.smtp auth |
default ('false') 1}}

spring.mail.properties.mail.smtp.starttls.enable={{ mail serv-
er.smtp starttls | default('false') }}

wsoZ2is.mail.from={{ mail server.smtp from | default('') }}

0 Ifthe spring.mail.host property is setto false, the Forgot Password
link will not display in the login box.

A new panel has been added to the Global tab of the Installation Configuration Tool to
support this:

Customer Confidential Version 1.0
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5.2

SMTP Mail Server Settings

This email server will be used by various modules to send emails such as password resets and netifications from Sabre.

Host

The port number of the mail server
Username
Username
The username for authentication
Password
Password @
The password for authentication
Authenticate?
ur server settings support SMTP authentication?
Use STARTTLS?
0 your server settings support the STARTTLS comman:
From
From

The from email address

o For more information on the inventory file and the Installation Configuration
Tool, see the CMP Installation Guide.

The application.properties file also specifies the location of the template files, as
follows:

wso2is.mail.subject.template=file:/etc/mdsglobal/wso2is-
login/templates/password-reset-subject.vm
wso2is.mail.body.template=file:/etc/mdsglobal/wso2is-login/tem-
plates/password-reset-body.vm
wso2is.mail.confirm.subject.template=file:/etc/mdsglobal/wso2is-
login/templates/password-changed-subject.vm
wso2is.mail.confirm.body.template=file:/etc/mdsglobal/wso2is—
login/templates/password-changed-body.vm

This location can be changed if necessary.

Enable Password Recovery and Reset

5. 2. 1 Prerequisites
Ensure the following are in place:

1. Avalid SMTP mail server has been configured in your installation configuration
prior to deployment. This can be done in the SMTP Mail Server Settings panel in
the Global tab of the Installation Configuration tool:

Customer Confidential Version 1.0
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SMTP Mail Server Settings

Username

Username
The username for authentication
Password

Password @
The password for authentication

Authenticate?

server settings support SMTP authentication?

Use STARTTLS?

server settings support the STARTTLS command?
From
From
The from email adidres

For more information on the inventory file and the Installation Configuration Tool,
see the CMP Installation Guide.

2. Every user must have an email address defined against their profile in WSO2.
For information on how to do this, see

5.2. 2 Enable Password Recovery

To enable password recovery in ldentity Server:
1. Log into the ldentity Server Management Console.
The console opens on the Home page. By default, the Main menu tab is selected.

Customer Confidential Version 1.0
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2. Inthe Identity section of the tab, locate Identity Providers and click Resident.

i A . . .
ey Resident Identity Provider
) & Users and Roles
=
= © Add ‘ Resident Realm Configuration
25 List
5| [ UserStores Home Realm Identifier: |kap—gurilla—lestZ mdsuk.com |
5 © Add @ - for the resident identity provider. If required you can
= R separated values.
v &) Claims Idle Session Time Qur* |15
5
f:” O Add @ Enter the idle session timeout in minutes
é 25 List
— Remember Me Period":
P 1 service Praviders |20160 |
O Add @ Enter the remember me period in minutes
o 25 List .
2 = w! Inbound Authentication Configuration ]
= @ Resident -
= Inbound Provisioning Configuration
=) 1dentity Providers - El 9 ]
© Add ~) Password Palicies I
= s ) Analytics Engine ]
@ Resident ~ Consent Management ]
B A | Login Policies ]
2 pAP ~) Account Management Policies ]

T Policy Administration
& Policy Publish Update

8. nrn

3. Inthe Resident Identity Provider screen, expand Account Management Policies.
4. Ensure that Enable Notification Based Password Recovery is selected and that
Enable Internal Notification Management is deselected:

v Login Policies J
A Account Management Pelicies |
V) Lock Idle Accounts
~) Account Recovery

Enable Notification Based Password Recovery 7

Enable Security Question Based Password Recovery

Number Of Questions Required For Password Recovery ‘2 ‘

Enable reCaptcha for Security Questions Based 7
Fassword Recovery @ Show captcha for challenge question based password recovery

Max Failed Attempts for ReCaptcha ‘2 ‘

Enable Username Recovery
Enable Internal Notification Management

@ Set false if the client application handles notification sending
Notify when Recovery Success

Notify when Questions Based Recovery Starts

Notification Expiry Time 1440

Enable forced challenge questions
@ Force users to provide answers to challenge questions during sign
in

@  CMP supports the other options in this screen.
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5. Click Update.
A success message is displayed.

5.3 Password Policies

CMP 8 supports restricting reuse of previous passwords and defining password pattern
policies. These can be enabled and configured through the Identity Server Management
Console.

5. 3.1 Set Password History Policy

1. Log into the ldentity Server Management Console.
The console opens on the Home page. By default, the Main menu tab is selected.
2. Inthe Identity section of the tab, locate Identity Providers and click Resident.

i ) . . .
) Resident Identity Provider
I & Users and Roles
=
H © Add ‘ Resident Realm Configuration
22 List
5| [ Userstores Home Realm Identifier- |kap-guri|la-lest2 mdsuk.com |
é O Add @ Enter the home realm identifier for the resident identity provider. If required you can
= = specify multiple identifiers as comma separated values.
v &) Claims Idle Session Time Qut* |15 |
5
= O Add @ Enter the idle session timeout in minutes
é 22 List
Remember Me Period*: =
P ] service Providers |2£-1oD |
O Add @ Enter the remember me period in minutes
o 25 List
2 - w! Inbound Authentication Configuration I
= @ Resident
= ~) Inbound Provisioning Configuration I
=) 1dentity Providers El 9
© Add ~) Password Palicies I
25 List v Analytics Engine I
@ Resident ~ Consent Management I
Entitlement & ¥ Login Policies I
2 pAP ~) Account Management Policies I
T Policy Administration
& Policy Publish Update
A nnn

3. Inthe Resident Identity Provider screen, expand Password Policies > Password
History.

4. You can Enable Password History Feature and enter a Password History val-
idation count.
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(~)  Password Policies
) Password History I
Enable Password History Feature O
@ Enable ta disallow previously used passwords
Password History validation count 5 |
(@ Restrict reusing last x number of password during password
update
v) Password Patterns I
5. Click Update.
A success message is displayed.
Version 1.0
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5. 3. 2 Set Password Patterns Policy

1. Log into the Identity Server Management Console.
The console opens on the Home page. By default, the Main menu tab is selected.
2. Inthe Identity section of the tab, locate Identity Providers and click Resident.

Main

I Configure ' Maonitor

Tools

[lentiny) Resident Identity Provider
& Users and Roles

O Add ‘ Resident Realm Configuration

22 List

I User Stares
© Add
25 List
[&] Claims
© Add
25 List
A= Service Providers
& Add
22 List
@ Resident
&) Identity Providers
© Add
25 List
@ Resident
Entitlement
S PAP

‘I"';. Policy Administration

A Policy Publish
A nmn

Home Realm Identifier:

Remember Me Period*:

|kap—gnrilla—lest2 mdsuk.com |

identifiers as comma separated values.

dle Session Time Out* |15 |

@ Enter the idle session timeout in minutes

|20160 |

@ Enter the remember me period in minutes

v Inbound Authentication Configuration
v Inbound Provisioning Configuration
v) Password Policies

w) Analytics Engine

wv)  Consent Management

v Login Policies

v Account Management Policies

realm identifier for the resident identity provider. If required you can

Update

3. Inthe Resident Identity Provider screen, expand Password Policies > Password

Patterns.
4. To define a password pattern policy, you can:

-~

Enter a Passwo
Enter a Passwo

Qo0 TO

Enable Password Policy Feature

rd Policy Min Length
rd Policy Max Length

Specify a Password Policy Pattern
Define a Policy Error Message for when a user enters a password that

doesn't meet the policy requirements

Password Policies

~ Password History

~ Password Patterns

Enable Password Policy Feature

Password Policy Min Length
Password Policy Max Length

Password Policy Pattern

Password Policy Error Message

T Enakble password pattern policy

[s

|12

| A=) ?= a2z )= TA-ZD (=T @E# S % &) {0, 10038

@ Allowed password regex patiers

|'F'asswnrd pattern policy violated. Password should contain a digit[0 |

@ Error message for invalid password patterns
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5. Click Update.
A success message is displayed.

5.4 Add a User's Email in Identity Server

Once a user has been added to Identity Server, you can edit the user profile to add inform-
ation such as an email address or phone number.

For information on adding a user see
1. Log in to the Identity Server Management Console.
The console opens on the Home page. By default, the Main menu tab is selected.
2. Inthe Main menu in the Identity section, under Users and Roles, click List.

The Users and Roles screen opens.

Management Console

RARS 9 Identity Server

Signed-in as: davef@carbon_super | Sign-out | Docs | About

Home > Identity > Users and Roles = List

A3 Service Providers

Identity Users and Roles
& Users and Roles
0 Add o Users
32 List §
= 7" Roles
5 ) User Stores :
=
£ © Add Change Password
22 wList
— Change My Password
o | [& Claims E
£ © Add
5 32 List
I =

© Add
= 32 List
z =
[=]

3. Click Users.
The Users screen is displayed.

Management Console

hAe.73 Identity Server

Signed-in as: davef@carbon.super | Sign-out | Docs | About

Home » Users

Identity o Users
& Users and Roles

© Add Search Users

32 List select Domain ALL-USER-STORE-DOMAINS ¥
8 U User Stores Enter Username Pattern (* for all) 4 |Search Users|
5 Add
2 o Select Claim URI Select v

52 List

| [

=z &) Claims
& © Add Name Actions
= . -
g = List admin 17 & Lol o &

Service Providers -

— Lol christine (7 Change Password (7 Assign Roles H View Roles [ Delete ,:, User Profile

O Add
" PEaT davef [ Change Password  (§ Assign Roles W View Roles i & User Profile
3 =
2 @ Resident

L3 1dentity Providers
© Add -
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4. Click User Profile of the user for whom you want to add an email address.
The User Profiles screen is displayed for that user.

Management Console

Identity Server

Signed-in as: davef@carbon super | Sign-out | Docs | About

Home = User Profiles
Identity User Profiles : christine
@1 Users and Roles
© Add @ Add New Profile
am
12 List Available Profiles
0 User Stores default
© Add
52 List
(& claims
© Add

32 List

' Configure ' Monitor

A service Providers
Q Add
32 List
@ Resident

(5 1dentity Providers

© Add -

Tools

5. Click the user profile to edit. In this case it is default.
The Update Profile screen displays the settings for the profile.

Management Console
\ .
[dentity Server
Signed-in as: davef@carbon_ super | Sign-out | Docs | About
= Home > Update Profile
Sy Update Profile : christine
@& Users and Roles
© Add User Profile
35 Lis
. Profile Name * default
5 Ugh User Stores
'g O Add First Name
=
35 List Last Name
» & claims Organization
5
) € Add
= - . Country
g a= List
- - - Email *
_ A Service Providers
@ Add Telephone
= 35 List Mobile
2 @ Resident ™
L5 1dentity Providers. AL
© Add
ﬂé List Department
0 Resident sabre-console-basic-ops,Application/bulk-action-console, Application/agent-view,sabre-console-read-
ST only,so0ap-ws-all,agent-view-consumer-csa, sabre-console-admin,agent-view-consumer-
BT N u_ser‘mnﬁgu_ra[ion-csmre-admin soap-ws-fmar’_l{ia\,App\ication/rnle-gx[ender,;oap-ws-bas\c agent-
Role view-enterprise-csa s0ap-ws-cUSomer, agent-view-manager, Application/sabre-
2 pap console Application/soap-ws agent-view-enterprise-
admin,Internal/system,Internal/everyone bulk_edit_subscription, Application/agent-view-interfaces-
T Policy Administration layer Application/rest-ws,sabre-console-advanced-ops Application/configuration-centre,agent-view-
A Policy Publish backoffice,soap-ws-order,soap-ws-billing.configuration-centre-read-only,agent-visw-enterprise-user
o,
~ PDP
|Update| |Cancel|
T Policy View R — -

6. Enter an Email for the user and click Update.
A success message is displayed.
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