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Terms Used in this Document
For definitions and explanations of the terms, abbreviations and acronyms used in this
document, please see the CMP Glossary document.
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1.0 Security Technical Architecture
1. 1 Identity Server

CMP is built to use industry standard OAuth2 for authorisation. The WSO2 Identity Server
is deployed as part of CMP to provide the Identity and Access Management.

Identity Server Interface

In a standalone CMP installation, users and roles can be maintained directly in the Iden-
tity Server however, it can also be configured to use an external identity provider. You
can also create users in the Administration Console, which is the preferred method of
adding and maintaining users and roles.

For information on installing and configuring the Identity Server, see the CMP Installation
Guide.

1. 2 Administration Console

You create users and assign them access to CMP applications and functionality in the
Administration Console. You also perform more granular maintenance, for example
assigning roles and permissions, from the Administration Console. See the Users screen
and the online help for more information.

1. 3 Single Sign-On

CMP security architecture supports single sign-on1 when all applications are registered
with the Identity Server in the same domain.

1Single sign-on is a property of access control of multiple related, yet independent, soft-
ware systems or components. With this property, a user logs in with a single ID and pass-
word to gain access to any of several related systems.

CMP 8.23 - Security Guide
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1. 4 Role Extender

The authorisation implementation in many parts of CMP uses very granular level roles for
maximum flexibility and future proofing. It would be too cumbersome to have to grant
access to all of these granular roles directly to users. A number of granular roles are there-
fore mapped to higher level business roles and access is granted to these business roles.

For more information, see "Security Groups" on page 5.

The Role Extender takes a role to which access has been granted in the Identity Server
and returns the full list of lower level roles that this maps to. CMP components use roles
to which that access has been directly granted and the corresponding extended lists of
roles returned by the Role Extender to determine whether to allow an action to be per-
formed.

The mapping of business roles to granular roles is factory configuration that is not
designed to be modified when CMP is installed.

CMP 8.23 - Security Guide
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2.0 About CMP Role-Based Security
CMP employs a multi-level role-based security model in which each user who has rights
to access a CMP component is assigned zero or more roles that define which functional
area or resource they can access once they are successfully authenticated. Roles can
give access to:

l Functionality - such as adding subscribers or configuring communications.
l Applications - roles can allow users to login to particular applications, such as
AgentView or Business Configuration.

l Web Services - roles can govern which SOAP or RESTful web services can be
used or viewed by a user.

Roles are organised in a hierarchy:
Groups
Groups are the roles at the topmost level of the hierarchy and represent different types of
users, for example Customer Service Agent (CSA) or Manager. CMP has a number of dif-
ferent groups for the different features within the different components of CMP, such as
Business Configuration, batch server, web services, AgentView and so on. For more
information, see "Security Groups" on page 5. A group can include zero or more parent
roles.
Parent roles
Parent roles group other roles and represent functional areas, for example functional
areas in AgentView such as View Customer Data, Comms or Enterprise Orders. A parent
group comprises zero or more roles.
Roles
Roles represent distinct functionality on a more granular level, for example the Comms
parent role includes the roles Maintain Communications, Send Communications and
View Communications.

Example

Suppose user JoeSmith has two group roles assigned:
l Consumer User
l BackOffice

For the purposes of this example, the Consumer User and Back Office groups
each have parent roles assigned. Both groups have an AgentView Application
role that allows access to an application and is not extended any further - that
is, it has no child roles assigned to it. However, the two groups also have par-
ent roles:

CMP 8.23 - Security Guide
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l Consumer User has the parent role View Customer Data.
l Back Office has the parent role Problem Resolution and Comms.

Each of these parent groups has a number of roles assigned as children. For
example, the Comms parent role has the following child roles:

l Maintain Communications.
l Send Communications.
l View Communications.

The hierarchy of group, parent and child roles is as follows:

From a CMP perspective, the list of roles associated with the JoeSmith are
those coloured teal in the diagram.

Groups are controlled by the Identity Server. The relationship between groups and roles
is defined by the role-extender service. For more information, see "Security Technical
Architecture" on page 1.

CMP 8.23 - Security Guide
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3.0 Security Groups
The security groups that control access to CMP applications are defined against the
users defined in the Administration Console. These groups include:
AgentView Groups
The following group roles control access to AgentView and Back Office functionality:

l Administrator
l Back Office
l Consumer CSA
l Consumer User
l Enterprise Admin
l Enterprise CSA
l Enterprise User
l Manager
l Read Only

For more information, see "AgentView Groups and Parent Roles" on the next page.
Admin Console Jobs Groups
The following group roles grant access to CMP batch jobs and the Administration Con-
sole and control what functionality the user can access:

l Administrator
l Advanced Operations
l Basic Operations
l Read Only
l Super Administrator

For more information, see "Administration Console Groups and Roles" on page 12.
Aurora Console Groups
The following group roles control which services the user can access:The following group
roles control access to Aurora functionality:

l Aurora Admin
l Aurora Basic
l Aurora Read Only

For more information, see "Aurora Console Groups and Roles" on page 16.
Bulk Action Console Groups
The following group roles control access to Bulk Action functionality:

l Bulk Add Package
l Bulk Apply CPI
l Bulk Create Subscription
l Bulk Edit Subscription
l Bulk Number Change

CMP 8.23 - Security Guide
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l Bulk Price Plan Change
l Bulk Porting Requests
l Bulk Sales Ledger Adjustment
l Bulk Subscription Feature
l Bulk Subscription Service
l Bulk Update Attributes
l Bulk Workflow

For more information, see "Bulk Action Console Groups and Roles" on page 18.
Web Service Groups
The following group roles control which services the user can access:

l RESTful Web Services all
l All Web Services
l Basic Web Services
l Billing Web Services
l Customer Web Services
l Financial Web Services
l Orders Web Services

Users with the RESTful Web Services all role have access to the RESTful web services.
The remaining roles listed provide access to the SOAP web services.

3. 1 AgentView Groups and Parent Roles

The following table lists the CMP AgentView groups and the parent roles that are
assigned to them. Click each parent role to view the child roles that belong to them.
These child roles represent the functionality that the user assigned this parent role will be
able to access.

For more information on access control to AgentView panels, popups and functionality,
see the AgentView Function Security Guide.

CMP 8.23 - Security Guide
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Parent Role
Group

Consumer
User

Enterprise
User

Consumer
CSA

Enterprise
CSA

Enterprise
Admin

Manager
Back
Office

Administrator

View Cus-
tomer Data

✓ ✓ ✓ ✓ ✓

View Enter-
prise Data

✓ ✓ ✓ ✓ ✓ ✓

Problem Res-
olution

✓ ✓

Workflow
Handling

✓ ✓ ✓ ✓ ✓ ✓

Comms ✓ ✓ ✓ ✓ ✓ ✓

Credit Control ✓ ✓

Customer
Orders

✓ ✓ ✓ ✓ ✓

Payment
Handling

✓ ✓ ✓ ✓ ✓

Finance ✓ ✓

Customer
Data

✓ ✓ ✓ ✓ ✓

Hierarchy
Management

✓ ✓ ✓

Enterprise
Orders

✓ ✓ ✓ ✓

Enterprise
Data

✓ ✓ ✓ ✓

CMP 8.23 - Security Guide
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Parent Role
Group

Consumer
User

Enterprise
User

Consumer
CSA

Enterprise
CSA

Enterprise
Admin

Manager
Back
Office

Administrator

Bulk Orders ✓ ✓ ✓

Maintain
Agreement
Administrator

✓ ✓ ✓ ✓ ✓ ✓ ✓

Maintain
Shared Group

✓ ✓ ✓ ✓ ✓ ✓ ✓

View Agree-
ment Admin-
istrator

✓ ✓ ✓ ✓ ✓ ✓ ✓

View Shared
Group

✓ ✓ ✓ ✓ ✓ ✓ ✓

Login ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

3. 1. 1 AgentView Parent and Child Roles

Groups, parent roles and roles form a hierarchy of permissions that controls the func-
tionality that a user can access. In CMP, the following parent roles handle AgentView
functionality. Each parent role has a number of child roles.

3.1.1.1 Bulk Orders

This parent role has the following child roles:
l Add Orders
l Apply Bulk Changes
l View Orders

3.1.1.2 Comms

This parent role has the following child roles:
l Add Communications
l Maintain Communications
l Send Communications
l View Communications

3.1.1.3 Credit Control

This parent role has the following child roles:
l Credit Control Management
l View Credit Control History

CMP 8.23 - Security Guide
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l Write-offs

3.1.1.4 Customer Data

This parent role has the following child roles:
l Maintain Agreements
l Maintain Customers
l Maintain Direct Debit Details
l Maintain Invoices
l Maintain Subscription Services
l Maintain Usage Limits

3.1.1.5 Customer Orders

This parent role has the following child roles:
l Add Customers
l Add Orders
l Add Purchases
l Maintain Agreements
l Maintain Customers
l Maintain Direct Debit Details
l Maintain Payment Details
l Maintain Payments
l Maintain Purchases
l Maintain Subscription Services
l Maintain Usage Limits
l Number Porting

3.1.1.6 Enterprise Data

This parent role has the following child roles:
l Maintain Bonds
l Maintain CUGs
l Maintain Customers
l Maintain Direct Debit Details
l Maintain Enterprises
l Maintain Invoices
l Maintain Subscription Services
l Maintain Usage Limits

3.1.1.7 Enterprise Orders

This parent role has the following child roles:
l Add Customers
l Add Orders

CMP 8.23 - Security Guide
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l Maintain Bonds
l Maintain CUGs
l Maintain Customers
l Maintain Direct Debit Details
l Maintain Enterprise Orders
l Maintain Orders
l Maintain Payment Details
l Maintain Subscription Services
l Maintain Usage Limits
l Number Porting

3.1.1.8 Finance

This parent role has the following child roles:
l Add Adjustments
l Add Refunds
l Maintain Adjustments
l Maintain Discounts
l Maintain Refunds
l Reverse Payments
l View Direct Debit Details
l View Discounts
l View Payments
l View Refunds
l Write-offs

3.1.1.9 Hierarchy Management

This parent role has the following child roles:
l Maintain Agreements
l Maintain Customers
l Maintain Enterprises

3.1.1.10 Payment Handling

This parent role has the following child roles:
l Add Payments
l Add Purchases
l Maintain Payment Details
l Maintain Payments
l Maintain Purchases
l View Payments

CMP 8.23 - Security Guide
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3.1.1.11 Problem Resolution

This parent role has the following child roles:
l Maintain Workflow Events
l Number Porting
l Raise Workflow Event
l Send Communications
l View Statistics
l ViewWorkflow Events

3.1.1.12 View Customer Data

This parent role has the following child roles:
l View Agreements
l View Communications
l View Credit Control History
l View Customer Orders
l View Customers
l View Direct Debit Details
l View Discounts
l View Invoices
l View Orders
l View Payments
l View Purchases
l View Refunds
l View Usage Details
l View Usage Limits
l ViewWeblinks
l ViewWorkflow Events

3.1.1.13 View Enterprise Data

This parent role has the following child roles:
l View Agreements
l View Communications
l View Credit Control History
l View Customer Orders
l View Customers
l View Direct Debit Details
l View Discounts
l View Enterprises
l View Invoices
l View Orders
l View Payments
l View Purchases

CMP 8.23 - Security Guide
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l View Refunds
l View Usage Details
l View Usage Limits
l ViewWeblinks
l ViewWorkflow Events

3.1.1.14 Workflow Handling

This parent role has the following child roles:
l Maintain Workflow Events
l Raise Workflow Events
l ViewWorkflow Events

3. 2 Administration Console Groups and Roles

Administration Console Home Page

Security groups for the batch server, batch jobs and the Administration Console are as fol-
lows:

l Read Only

Users in this group have read only access to Daily Operations and System Mon-
itoring in the Administration Console. They cannot perform any actions. They have
no access to System Management or System Configuration.

l Basic Operations

Users in this group have the same access as the Sabre Read Only group users and
also have full access to System Management in the Administration Console.

l Advanced Operations

CMP 8.23 - Security Guide
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Users in this group role have full access to all functionality except for System Con-
figuration, to which they have read-only access.

l Administrator

Users in this group role have full access to all Administration Console functionality.

The following table shows in more detail how the security groups control access to Admin-
istration Console functionality:

CMP 8.23 - Security Guide
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Administration Console Functionality
Groups (sabre-console)

Read
Only

Basic
Ops

Advanced
Ops

Admin

Batch server authentication ✓ ✓ ✓ ✓

View Configuration Centre ✓ ✓ ✓

View Operation Monitoring Dashboard ✓ ✓ ✓ ✓

View Daily Operations screen ✓ ✓ ✓

View Daily Operations > Probes ✓ ✓ ✓

View Daily Operations > Daemons ✓ ✓ ✓

View Daily Operations > Interfaces ✓ ✓ ✓

View Maintenance screen ✓ ✓ ✓ ✓

View Daily Operations > Jobs ✓ ✓ ✓

View System Management > Outages ✓ ✓ ✓ ✓

View System Management > Schedules ✓ ✓ ✓ ✓

View System Management > Exclusion Calendars ✓ ✓ ✓ ✓

View System Monitoring screen ✓ ✓ ✓

View System Monitoring > Executions ✓ ✓ ✓

View System Monitoring > Logs ✓ ✓ ✓

View System Monitoring > Outage Misfire Log ✓ ✓ ✓

View System Monitoring > Network Requests ✓ ✓ ✓

View Administration ✓ ✓

CMP 8.23 - Security Guide
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Administration Console Functionality
Groups (sabre-console)

Read
Only

Basic
Ops

Advanced
Ops

Admin

Operation Monitoring Dashboard > Control Process
Flow

✓ ✓

Daily Operations > Select Probes ✓ ✓

Daily Operations > Manage Probes (run, enable/dis-
able)

✓ ✓

Daily Operations > Probes Details > Select Version ✓ ✓

Daily Operations > Probes Details > Add/Remove Ver-
sions

✓ ✓

Daily Operations > Probes Details > AddNotes ✓ ✓

Daily Operations > Probes Details > Select Recipient ✓ ✓

Daily Operations > Probes Details > Add/Delete Recip-
ient

✓ ✓

Daily Operations > Probes Details > Filter/Export His-
tory

✓ ✓

Daily Operations > Select Daemons ✓ ✓

Daily Operations > Start/Stop Daemons ✓ ✓

Daily Operations > Select Jobs ✓ ✓

Daily Operations > Manage Jobs (run, enable/disable) ✓ ✓

Daily Operations > Job Details > Add Notes ✓ ✓

System Management > Select Outages ✓ ✓ ✓

System Management > Manage Outages ✓ ✓ ✓

System Management > Select Schedules ✓ ✓ ✓

CMP 8.23 - Security Guide
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Administration Console Functionality
Groups (sabre-console)

Read
Only

Basic
Ops

Advanced
Ops

Admin

System Management > Manage Schedules ✓ ✓ ✓

System Management >Exclusion Calendars > Select
Calendar

✓ ✓ ✓

System Management >Exclusion Calendars > Edit Cal-
endar

✓ ✓ ✓

System Management >Exclusion Calendars > Edit
Weekly Calendar

✓ ✓ ✓

System Management >Exclusion Calendars > Select
Holiday Calendar

✓ ✓ ✓

System Management >Exclusion Calendars > Edit Hol-
iday Calendar

✓ ✓ ✓

System Configuration > View Modules ✓ ✓

System Configuration > Modules > Edit Properties ✓

System Configuration > Modules > Set Logging Level ✓

System Configuration > Logging > Edit Logging Level ✓

System Configuration > Logging > Edit Days To Retain ✓

3. 3 Aurora Console Groups and Roles

Aurora Console Home Page

CMP 8.23 - Security Guide
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Security groups for the Aurora Console are as follows:
l Read Only

Users in this group have read only access to all products in the Aurora Console.
They cannot perform any actions.

l Basic Operations

Users in this group have the same access as the Administrator group users, except
they cannot publish any products.

l Administrator

Users in this group role have full access to all Aurora Console functionality.

The following table shows in more detail how the security groups control access to Aurora
Console functionality:

Aurora Console Functionality
Groups (aurora-console)

Read Only Basic Ops Admin

Approve Product Batch ✓ ✓

Edit Product Batch ✓ ✓

View all Product Offerings ✓ ✓ ✓

Publish Product Batch ✓

Reject Product Batch ✓ ✓

Upload Product Batch ✓ ✓

CMP 8.23 - Security Guide
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3. 4 Bulk Action Console Groups and Roles

Bulk Action Summary Page with Bulk Actions Menu

The following lists the Roles for the Bulk Action Console:
l Bulk Add Package
l Bulk Apply CPI
l Bulk Create Subscription
l Bulk Edit Subscription
l Bulk Number Change
l Bulk Price Plan Change
l Bulk Porting Requests
l Bulk Sales Ledger Adjustment
l Bulk Subscription Feature
l Bulk Subscription Service
l Bulk Update Attributes
l Bulk Workflow

CMP 8.23 - Security Guide
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3.0 Creating Users and Assigning Group Roles
in CMP
When CMP is first installed, use the Administrator username and password defined as
part of the installation process to create and administer users in the Admin Console.
Users granted the admin role then in turn can create and administer users.

Note: Only the original Administrator account can grant full admin rights to
another account.

From the Admin Console, you can create a new user and assign them roles.

3. 5 Create a User in Admin Console

To create a user and assign them one or more group roles, follow these steps:
1. Log in to the Admin Console.

The console opens on the Home page.

2. Select System Administration > Users from the left-hand menu.

The Users List page opens.

CMP 8.23 - Security Guide
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3. Click Add.

The Add User screen is displayed.

4. On the User Profile, enter the user details, including the username, password, and
email address.

5. To grant the new user access to CMP applications, select the checkbox to the left of
the required application.

This enables the tab for the selected application.
6. To assign the new user to a group, select the relevant tab, and select the groups

required.

7. Return to the User Profile tab, and click Save.

The new user is added to the Users List.

CMP 8.23 - Security Guide
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4.0 Password Recovery and Reset
The email address and password is configured for the user in the Admin Console. For-
gotten passwords can be reset by an Administrator.

From CMP 8.1.2, all new installations will have these options enabled by default. If you
are upgrading from an earlier version to CMP 8.1.2 or above, see the following sections
to enable and configure these options:

l "Password Reset Templates" below
l "Enable Password Recovery and Reset" on page 23

4. 1 Password Reset Templates

The email templates send to the user and used for the password reset or change are
deployed to the directory /etc/mdsglobal/wso2is-login/templates on the
JBoss Web Server host.

For more information on hosts and deployment, see the CMP Technical Archi-
tecture Overview and CMP Installation Guide documents.

The email templates are standard HTML and can contain a number of parameter place-
holders that will be populated at runtime.

The following templates are available:
l password-reset-subject.vm – Subject for the password reset email:

l password-reset-body.vm – Body for the password reset email:

CMP 8.23 - Security Guide
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l password-changed-subject.vm – Subject for the password changed confirmation
email:

l password-changed-body.vm – Body for the password changed confirmation email:

The placeholders include the following:
l ${givenName} – First name of user
l ${lastName} – Last name of user
l ${username} – Username of user
l ${wso2LoginUrl} - Base URL of the WSO2-login application that initiated the
password change, for example AgentView, Administration Console, Business Con-
figuration

l ${recoveryUrl} – URL of link to change password (reset email only).
The email server settings are defined in the properties file: /etc/mdsglobal/wso2is-
login/application.properties.

These are populated based on values defined in the inventory file:

spring.mail.host={{ mail_server.smtp_host | default('false') }}

spring.mail.port={{ mail_server.smtp_port | default('25') }}

spring.mail.username={{ mail_server.smtp_username | default('')
}}

spring.mail.password={{ mail_server.smtp_password | default('')
}}

spring.mail.properties.mail.smtp.auth={{ mail_server.smtp_auth |
default('false') }}

spring.mail.properties.mail.smtp.starttls.enable={{ mail_serv-
er.smtp_starttls | default('false') }}

wso2is.mail.from={{ mail_server.smtp_from | default('') }}

If the spring.mail.host property is set to false, the Forgot Password
link will not display in the login box.

CMP 8.23 - Security Guide
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A new panel has been added to the Global tab of the Installation Configuration Tool to
support this:

For more information on the inventory file and the Installation Configuration
Tool, see the CMP Installation Guide.

The application.properties file also specifies the location of the template files, as
follows:
wso2is.mail.subject.template=file:/etc/mdsglobal/wso2is-
login/templates/password-reset-subject.vm
wso2is.mail.body.template=file:/etc/mdsglobal/wso2is-login/tem-
plates/password-reset-body.vm
wso2is.mail.confirm.subject.template=file:/etc/mdsglobal/wso2is-
login/templates/password-changed-subject.vm
wso2is.mail.confirm.body.template=file:/etc/mdsglobal/wso2is-
login/templates/password-changed-body.vm

This location can be changed if necessary.

4. 2 Enable Password Recovery and Reset
4. 2. 1 Prerequisites

Ensure the following are in place:
1. A valid SMTP mail server has been configured in your installation configuration

prior to deployment. This can be done in the SMTP Mail Server Settings panel in

CMP 8.23 - Security Guide
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the Global tab of the Installation Configuration tool:

For more information on the inventory file and the Installation Configuration Tool,
see the CMP Installation Guide.

2. Every user must have an email address defined against their profile in CMP.
For information on how to do this, see Add a User's Email in CMP.

4. 2. 2 Enable Password Recovery

To enable password recovery in Identity Server:
1. Log into the Identity Server Management Console.

The console opens on the Welcome page, with the Home menu tab selected.
2. Select Login & Registration from the left-hand menu.

The Login & Registration page displays.

CMP 8.23 - Security Guide
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3. Under Account Recovery, select the Password Recovery tile.
The Password Recovery page displays.

4. Tick the required checkbox based on your email recovery requirements:
l Enable email link based recovery - to allow users to reset their password
using a recovery link sent to their email address.

l Enable SMS based recovery - to allow users to receive a one-time password
(OTP) by SMS.

5. If you selected Email Link, you can:
l select Notify on successful recovery to send an email confirming that the
password has been successfully reset.

CMP 8.23 - Security Guide
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l Enter the Recovery link expiry time to specify how long the email recovery link
remains valid

6. If you selected the SMS OTP, you can enter the Password recovery OTP expiry
time to specify how long the OTP remains valid.

7. Configure the OTP code requirements in the OTP Code Configuration section.
8. Enter the recovery attempt limits in the Recovery Attempts Limitation section.
9. Click Update to save your changes.

4. 3 Password Policies

CMP supports restricting reuse of previous passwords and defining password pattern
policies. These can be enabled and configured through the Identity Server Management
Console.

4. 3. 1 Set Password History Policy

1. Log into the Identity Server Management Console.
The console opens on the Welcome page, with the Home menu tab selected.

2. Select Login & Registration from the left-hand menu.
The Login & Registration page displays.

3. Under Login Security, select the Password Validation tile.
The Password Validation page displays.

CMP 8.23 - Security Guide
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4. From this page, you can configure password policies, including password expiry,
password history, and password complexity requirements.

5. Click Update when you are done.
A success message is displayed.

CMP 8.23 - Security Guide
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